Easily Migrate your Office 365
or G Suite Tenant




CORE ISSUE

=" Microsoft 365

The same domain
name cannot exist in
two different accounts
at the same time

Google Workspace

G Suite



OVERVIEW

If you are migrating
between different services

IJ Office 365 Google Workspace
v A 4
2’010 ] Office 365

You don’'t need TenantMigration

P Microsoft Cross Tenant
Migration Tool

|l:| Does not copy, migrate or move any existing data

A Use Bittitan MigrationWiz or Microsoft Cross Tenant Tool
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OUR SERVICE
Queues all email from the time you detach

the domain name from one tenant and the domain
name is waiting to be attached to the new tenant.

@~ @

=




TIMELINE

How long

can a domain
be offline?

Anywhere from 4-40 Hours

05



=Microsoft I Docs Decumentation  Learn Q&4  Code Samp s £ Search

Microsoft 365 Suluticrs and architecburs +

ACps and services v Treining v Pesources

Frae Avcount

Excnenge / Excnange Unling ¢ Nigrate multiple email sccounts ¢ Migrate mailbdees sCross tanants ® tave [ fopdback & et 1P Share

% Filter by title

AL /10 R L ALINE LA RV
Migrate mailboxes across tenants
Migrata from Lotus Notes
Add an 551 cert ficate 10 Cxchange 2011
Add an 551 cert ficate 10 Cxchange 2010
&zZd an S5L cert Aicate 1o Cxchange 2007
Crable Gmail accounts for IMAP
Office 355 migraticn best practices
Sasign parnssikens for migration
Managa rrsgratior Datthes
Migraton users status raport
LSV files for mragratian
Flan for third party Grsd comtene
vAth Morasatt 365 and Azare Active
Girectory

3 Collzbaration

: Sharing

2 Manltorng

2 Addrese books

3 Noke mail: Urified M essaging

El Downlced POF

How to migrate mailboxes from one
Microsoft 365 or Office 365 organization

to another
O8/30,2021 » 13 minutes w reed @"\ we .0.

() Note

At this ime, we have a Public Preview of the native Cross-tenant mailbox migration located at
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BENEFIT

Senders will not be notified with an email
delay warning or a Non-Delivery warning
while the domain is migrating.



BENEFIT

Real time view of message queue, message
logs and the interface feedback
to know that it is working.




EXCLUSIVE FEATURE

Message Replay: If for some reason messages
are rejected by the new tenant when you switch,
we keep a copy of the messages so delivery
can be re-attempted without message loss.



BENEFIT

No limitation for message volume
or the number of email accounts.

Flat fee.
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MIGRATION OPTIONS

Migration Migration Migration
M X Forwarding Hybrid

: All emails are forwarded from the . .
o e.mall .accoynts re queuec existing domain to a correspondin Majority of emails are queued
during migration. Pro, no need to defaulfaccount D newp & (Migration MX), but some are
define users, it is a catch all. domain forwarded (Migration Forwarding).

A use case for this is
support@domain.com needs to be
responded to within some SLA. In
this case we can forward this to
the Helpdesk mapping account. All
other emails will queue. Pro, only
have to map specific, critical
accounts. The rest can queue.

Both Google and Microsoft provide
unmapped default accounts.

Pro, zero downtime migration.

Con (Big con) each and every email
account or alias needs to be

mapped on a 1-to-1 basis with the
recipient account.



mailto:support@domain.com

MIGRATION PROCESS

Two major ways to do this

Option 1 Change DNS the day you migrate

* Con need to wait for DNS to propagate worldwide. If your TTL is low it
could take about 10 minutes. Validate with https://dnschecker.org/

* Pro - Only have to setup whitelisting / enhanced connector on the new
tenant. Old tenant stays the same.

Option 2, Change DNS a few days before

* Pro-When you are ready to switch, just change in our interface and
start working. Messages will immediately start to queue.

e Con - Need to add enhanced connector to two tenants

* Con - Could impact existing mailflow, because messages will be
relayed for a small period of time and then queued.

* Pro - One less thing to ensure it works on migration day

Option 3 Zero downtime - Email forwarding

Tenant Migratian

Hew can we help you teday?

Knowledge base
Tanant Migratier

Getirg Gartd

WX Backup
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BUILD VS. BUY

Q DigitalOcean » Hardware costs about $5
* You have ultimate control over your rules

You could create your own backup MX
server on a service like Digital Ocean

Con

* Manual setup takes about 3 hours to setup, and then
How to Set up a Backup Email Server with Postfix on . : Validation time.

Ubuntu (Complete Guide)

U poxasd gy wt s B ke Ceom (et G townases 1R b v

e o e i e 1 * No technical support vs. 24x7/
e T e o e e ey Inux

el yf gounn smad sarver ¥ Fore rodead of 18 8 cale cerlet Sau can Mt p A ety era | et

‘o rvort v o od quass ewalls moer yecr privaey wral wever o done. Thw aeches MO ey queaed Sy Stﬂm SBCU“tY

ervubilothe prmary woet i3 back ol re.

= e * No message replay

Soxce ya v geing ta vt us r Backip sl v
3%k "o e viruxd ptaie saever ‘Wil vz erier Maw
s aproy otk p e ol sarver om o B e th o VS & . u

S e - No web interface for logs and queue management

s masmed that your Dok s MRz, wr's o pririey en el sever ‘or ey domad T 103w oo prac.oe o
apaneis tre role of prrwcy and seczadiery erwil wovets on @terral hoats,

* No hybrid or email forwarding




BACKUP MX VS. TENANT MIGRATION

® Pro ® Con

No message No migration No email forwarding
Less expensive replay support option
No management No hybrid TM comes with complete

interface mode] visibility, 24x7 support




REQUIREMENTS

DNS Access to
change MX record

Admin access to
Email Server

A

Whitelist
the TenantMigration IP’s

* Create Enhanced Connector
on new tenant (O365)

* Create Enhanced Connector
on old tenant (0365)
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ADMIN INTERFACE

Mange MX record

Manage Spam Filtering

A Manage Destination Server

* Overvisw

nformation

9 Cenfiguration
Recipient whitelist

Filtering rules

& Applications
Senvice srartus
Message Staustics

Message Lo

& Adicns

taquest Cancellation

Manage Product

Potil Home Cet Area My Products & Sersces Product Details

Next Step: Configurng your Service
Vie've noticed that your product isn < fully carfigured. Here's what you need ta do to get up-and-rurn ng:

Bl Controlling your rail Now during the migration

Ths Tenant Migr ation service cen pause delivery to your nternal all serve ("destination server”) during your m gration.
Traw R cuene your mad antn aur SYSEemis Nkl YALE nPW MAal SPIVeT S reany tr rererase &

« Tc pauss dallveries, 531 nigration.vailhop.org ;s the anly Destnation Seraer,
« Tc resume deliveries, setthe hostnaTe 2r IP of your irzernal mail server as the only Destinaton Senver,

Prcduct Detalls Suascr otion Billing

Comain Name d.tenantmigration.com Billing Cac 2 One Time

PreouctAernce M X Backup - Tanant Bligraton Lorace End Date Ortober 25th, 020
144 doys remaining)

Srarus Asive

Rep ctration Cate “riday. Septembder 10th, 2021

Service Settings Destination Servers
Domain Name dtenanmmigrat or.com Destination Porr @

Cuwrent MX Rer ol mailhop oy, 1) Pric  Hastname/ WP

Your Cuetam NX a7a1806.me.malhnp.org 19 migradon.mallhop.o-g

Accept rule Mail for all users + Mdd Destination Server

1S Made Oatin=al




QUEUE MANAGER

Searcnro Q + AQ0 Titer ¥ R X201 z 2021-07<27 200-(9-W

LR R Text soarch: dtosanimigration cem X J

View entire
message queue

Color Coded

Queued Delivered Error
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DETAILED LOGGING

Text log

12821-85-DET22:36:38,534Z) <sntpd> Connection from m3il-ybl-T182,google,com 2859,35,219.1821:44677 to [172.31.18,145):25 (1}

L. I ra Ce eve r I I l e Ssa e [2221 @5 QBT22:3bh: 34, 5342]) <smtpd> [SMIP] [___] 220 inbound!.orz.mailhop.org SSNTP
|2021-05-DET22:36: 30,6567 <sntpd- (SMTP| | ] 256-intound?.ore,mailhep, org|258-PIPELINING |250-5I2E 52428030 258-STAATTLS | 252 -ENHANCEDSTATUSCODES | 258 3BI™MIME

[2023-9% 0B 122:30: 28, 6082) ~sntpd= [SMIP] [ESLUT EHLY maal-ybl-fiEld. gocglc.com
|2821-85-06T22:36:340.7312) <sntpd- [SMTP] [tls] 226 2.2.8 Ready Lo start TLS
[2821-8%-06T22:36:30,7312) ~sntpd> [SYMTP] [STRATTLS] STARTTLS
[2021-95-QBT22:3b6: 30.5512) <sntpd> STAATTLS #nabled (ILSv1.3 wath cipher TLS_AES 256 GOM_SHAZA4 (256 uits), SNI: nxl.ms:zlhep.org)
[2821-5-DET22:36:38,08527) «<sntpd~ [SMTP] [EHLO] EHLO mail-ybl-f1E2,goople.com
[2221-Q2-QBT22:3h: 28, 0022) <sntpd> [SMIP] [___] 280-intound?.ore.m@ilhop. org|258-PIPELINING |Z50-S12E 52328380 | 258 ENMONCEDS TATUSCODES 250 SEITMIME
|2821-85-DET22:36: 31,0252 <sntpd> (SMTP] | ] 2568 2.1.9 Ok
[2021-Q5-0BT22:36:21,0252) <smipd> [SMIP] [KAXL] MALL FROM:<brodfuuccircle,cum> S12E=3121
° |2821-95-9ET22 :31.B26Z) “sntpd- [RCPT| Veritying <bradiduccircle,cons- to <chrisgd.tenantrigration.comn- 11)
[2821-9%-9B722 1 <sntpd= [SMIP] [RCPT] RCFT T0:<chrisad,Terantnigration, cowe
4 Eve ry a Ctl O n |2821-95-9ET22 1 <sulpd>s [RCPT] [scripl) INFO (NODE=Znbourd7.ore, ZNE-pre, REGION=us—wesl-2, (FC-us-wesl-2, CTYH=ACPT|
[2821-4%-96T2 52] <sntpd> [RCET] [script] fasthtzp: took 6,285 for ...1-key-X&tvpe~liztdstatusawhitoSdomainedl [5-2082, L-22]
! <smtpd> [RCPT] [script) IP rep: evcepl

23
:3
i3
:3
[2221-95-0BT22:356:
:3 ] =smtpds [SMTP| |[DATA) DATA
23
:3
:3
:3
2:3

2
2
[2821-85-QET72
[2221-G%-QBT22 ] <sntpd> [RCET] Acrepted: "258 2.1.5 Ok"

2 J “smtpo> (SMTP] | ] 258 2.1.5 Ok

2 1 03922 ~gmntpd= [SMTP] [___1 354 End dose wath ~(Re<LF=,<(R=v_F>
[2821-85-9ET22 <snlpd> [ACPT| [scripl) fasthlip: Llook 6,883 lor ... i-key=XELlype-Llisl&s lalus=b lackS&dorain=51 [S-288, L-22)
[2821-0%-96T2 to 31.!142: ~sntpd- [S4TP| [FOD] .
[2821-02-0BT22:36:31.1142) <smtpd> [E00) Processing <chros@d. Lenaninigratior.com |1)
[7821=85=06T77:36:31.1157) «<sntpd> [F00) [<cript] THFD [WODF inbaund7.ore, 7ONF are, REGTON Us=mact=Z, CFG us=west=2, [TX NATA]

°

ﬁ. E d I [2221-82-QET22:36:31.1482Z) <umtpd> [E00]) OKIM(duocircle.con): Successfully wverified

~7 Ve ry e Ive ry a el I l p [2821-85-0ET72:36:31.3907) <smtpd> [£00) [script] SPF=3
[2021-Q5-0ET22:26: 31, 2902) ~zsntpd> [E00] [zcript] Mhitzlis<ed (self)
[2821-85-9ET22:36:31.432Z) =sulpd> [E00) APD: sLr—0081.8A762F2A.613657EF, BO15:SCFETATI9B16732, 551, re——41.083, recu—0.689, re_p-2.986, c1-1,cle-1, 1gs-3
[28271-A%-A6T22:30: 31,4327 ~<sntpd- [FO0] APO: spar=unknann (8) virus=urknowr (B
[2821-95-96T22:36:31.83%2) <snlpd> [ACPT] [scripl) fasthlip: Llook 6,893 for ... i-key=2Elype=Llis &= lalus=b lack&dorain=51 [S-288, L=22)
[2821-9%-96T22:36:31.1147] ~sntpd- [SMTP] [FOD]
[2821-02-0B6T22:36:31.1142) <smtpd> [Z00) Processing <chros@d. Lenaninigratior.com |1)
[2R21=A5=AET72:36:31.0157) «sntpds [F00) [script] TKFD [WOOF inbounc7?.ore, TONF are, REGTON Usemact=3Z, CFG us=wast=2, [TX NATA]
[2221-85-0BT22:36:31.1486Z) <sntpd> [E00]) OKIM(duocircle.com): Successfully veriflied
[2021-5-0ET72:36:31.3907) «satpd> [E00) [script]| SPF=R
[2021-Q5-0ET22:26: 21, 2902) ~sntpd- [E00] [script] Mhitzlis<ed (szelf)

[ ]
< > I d ea I fo r d e b u I n [2021-85-96T22:36:31,4322) ~sulpd~ (E00) APD: sLr-G821.DA762F24.513657EF, B615: SCFSTATIOBIETE2, s5-1, re=—1. 088, recu=8. 620, rep-2.026, c1-1, c1¢-1, 1gs-3
[2821-85-06T22:36:31.4327) ~sntpd- [E00] RPO: spar=unknawn (8) virus=urkncwr (B

[2821-a5-9ET2
[2821-Q5-0ET2
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